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Crisis increases likelihood of struggling
companies falling under control of
organized crime

The COVID-19 pandemic has swept across the
world, killing hundreds of thousands of people,
and testing public healthcare systems to a
breaking point. Many areas of economic activity
have either been shut down by governments to
halt the spread of the virus or have seen demand
collapse. In many countries where organized
criminal groups are prevalent, struggling private
businesses —many unable to access enough public
funds to keep them afloat — are more likely to seek
out loans on the illicit market than they would be
at other times.

Businesses in the transport, hospitality, arts,
retail, and beauty sectors are particularly
vulnerable to infiltration by organized criminal
groups (OCGs). As these businesses begin to
reopen, some will find themselves either in the
debt of OCGs, or directly controlled by them. The
OCGs can seize control either through exchange of
money for buying shares or by directly taking over
operations. This generates more opportunities for
criminal activity, including money laundering and
trafficking activities, enabling OCGs to further
expand their control and power over the licit
economy.

High demand coupled with low supply in
key sectors opens way for OCGs

The pandemic has brought dramatic spikes in
demand to some sectors, for example medical
devices, pharmaceutical products, e-commerce,
food retail, cleaning, and funeral services. The
demand for sanitary masks, breathing devices,

and medicines has also risen notably. As governments seek to shore up their defences against the
pandemic, procurement procedures in some countries have been relaxed.

There is already evidence from countries around the world that organized crime has moved into these
sectors — especially where traditional means of making illicit profits, such as illicit drugs and firearms
trafficking and smuggling of migrants are being tightly constricted by restrictions on movement. For



example, falsified medical masks have been seized in Spain and Italy, attempts to smuggle vital
equipment have been stopped in Ukraine, Iran, and Azerbaijan; one Mexican cartel has been
promoting the production of falsified COVID-19 medical products and forcing pharmacies to sell them.

An international operation coordinated by INTERPOL recently led to the seizure of more than four
million potentially dangerous pharmaceuticals worth more than USD 14 million and interrupted the
activities of 37 OCGs. More than 34,000 unlicensed or fake products were being sold across some
2,000 websites. They included falsified masks, substandard hand sanitizers, “corona spray,”
“coronavirus packages,” and unauthorized antivirals.

Depending on the evolution of the pandemic, the market for prevention products — vaccines in
particular — could be the next area to face high demand and low supply, making it vulnerable to
organized crime.

Flows of public money will be at risk

Governments around the world are investing large sums of money to shore up their economies and
make sure the most vulnerable people are cared for. Although it is too soon to have robust evidence
on the appropriation of public funds by organized criminal groups, information from previous crises
suggests that these groups will target such funds. Aid destined for distressed companies, medical and
pharmaceutical goods, public works such as improvements to hospitals, and waste disposal services
will be particularly at risk. Similar processes were seen after tropical cyclone disasters in Latin America,
an earthquake in Italy, and the 2011 tsunami in Japan. In each case, organized criminal groups
benefitted from public procurement processes.

Economic sectors vulnerable to infiltration by OCGs due to their
financial distress caused by the COVID-19 crisis
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Criminals use propaganda and aid distribution to tighten grip on territory

The pandemic has exposed weaknesses in governing structures on several levels — not least in
providing the emergency aid desperately needed in the poorest communities. Across the world,
criminal groups have stepped in to deliver aid packages and other necessities to those most in need,
which has allowed them to exert further control over the territories where they operate.

In Italy, mafia affiliates used fake charities to deliver packages to the needy. Mexican cartels supplied
bundles containing food and sanitizers to the states and cities under their influence. Yakuza groups in
Japan handed out free masks, toilet paper, and tissues to pharmacies and kindergartens. The Taliban
posted health teams to remote areas of Afghanistan to help tackle the virus and militant group Hayat
Tahrir al-Sham distributed health information to the public in the Syrian province of Idlib. In South
Africa, there are reports that gangs in Cape Town called a temporary truce to hand out food parcels.

In carrying out these activities, many of these groups staged publicity stunts to make sure the
communities — and the wider population — knew who was supplying the aid. One of the Mexican
cartels posted videos of armed individuals handing out bags of groceries from the back of a pickup
truck, and other cartels stamped their logos on the packages they delivered. Yakuza groups made
grand offers of help, making them appear powerful and benign even when they ultimately did not
deliver the aid.

As well as solidifying the position and status of organized criminal groups in the community, these
activities serve to highlight the failures of governments and diminish the legitimacy of official agencies.
As a result, organized criminal groups are likely to find it easier to continue their activities in the future
in those territories and to expand their ranks with new recruits.

Enforcing lockdowns helps bolster credentials of criminal groups

As the virus spread and governments ordered increasingly strict controls on their populations, officials
in many countries began to struggle with the sheer extent of the task of enforcing the measures. OCGs
saw another opportunity to boost their standing in communities, stepping in to enforce lockdowns
and curfews.

In Afghanistan, the Taliban enforced quarantine measures on those arriving from lIran. Gangs
throughout Latin America imposed curfews on the population. Former rebel fighters in Colombia and
Hayat Tahrir al-Sham in Syria helped to restrict public gatherings and enforce lockdowns.

Brazilian OCGs and militias operating in the favelas became deeply involved in the process, imposing
price controls on in-demand products such as disinfectants and masks. This saw the criminal groups
move firmly into traditional areas of government regulation, with the aim of making profit while
burnishing their reputation at the expense of politicians and officials.

Criminal groups forced to innovate to protect their income

Just as the pandemic has disrupted the licit economy, decimating some industries and mothballing
others, it has also constrained many of the illicit activities of OCGs. Lockdowns and border restrictions



have hampered their ability to organize prostitution, infiltrate security forces, and traffic drugs,
humans, and firearms. The evidence suggests that reconstructing these sectors will take some time.

Some of the more stable and structured OCGs have used the crisis to strengthen their control of illegal
markets and territories. However, many OCGs consist of loose networks of criminals — they are
dynamic, small-scale and engage in opportunistic crimes. Some of these smaller groups have used the
crisis to supply markets with illicit services and products that are in high demand during the pandemic,
such as substandard and falsified face masks, disinfectant and medicines associated with COVID-19,
such as chloroquine.

The present crisis has also created an opportunity for criminals to engage in cybercrime. During the
pandemic, there has been an increase in phishing, credit card fraud, pirated websites asking for fake
donations, and cyber-attacks. There have also been multiple reports of fake and cloned websites as
well as sham email addresses being used to perpetrate online scams

The COVID-19 crisis has also forced OCGs to innovate as regards their traditional areas of operation.
In the Balkans, some evidence suggests traffickers are changing the types of drugs they smuggle and
using young children to deliver the merchandise. Gangs smuggling heroin from Afghanistan to markets
in Western Europe are reportedly diversifying their routes to avoid strict controls on movement.



By mid-June 2020, the spread of COVID-19 had caused over 450,000 deaths around the world, while
the confirmed cases of the disease now total more than 8.5 million worldwide.* As neither a vaccine
nor a fully effective cure exist at the moment, contagions and deaths may keep rising in the next
months all around the world. In response to this, governments have adopted unprecedented and
drastic measures to limit the spread of the virus. National authorities have progressively issued
stronger policies, including, among other things, social distancing, the prohibiting of large private and
public gatherings, and the closure of leisure premises. These interventions have severely disrupted
and modified everyday habits, mobility, and business activities.

The fallout of the COVID-19 pandemic is also having a profound impact on our societies and economic
systems, which, in turn, influences and shapes organized crime and illicit markets. The socio-economic
impact of the COVID-19 crisis is likely to be deep and long-lasting and may exacerbate pre-existing
inequalities prevalent across societies in various areas, ranging from access to food supplies?,
education?, health care and others. The global economy is likely to contract by -3 per cent in 2020,
according to projections by the IMF, which represents a downgrade of 6.3 percentage points
compared to projections published in January 2020 before the outbreak of the crisis.* Based on such
predictions, global poverty is also likely to increase exponentially in 2020 and in the following years,
while estimates indicate that an additional 420 million people will be living in extreme poverty in
2020.°

These processes are already affecting the way criminal networks operate, and the nature of law-
enforcement responses to them. Most notably, organized criminal groups (OCGs) have been given
further opportunities to exploit public funds made available by governments to help vulnerable
groups. Moreover, those OCGs that aspire to govern markets as well as territories have an opportunity
to reinforce their control over land and deepen their bonds with communities, as the current crisis
has exacerbated some States’ fragility.

These “governance-type” OCGs operate in many countries around the world;® the illegal governance
role of OCGs can be observed in different contexts, both in developing and developed countries.



https://www.weforum.org/agenda/2020/06/torn-safety-nets-shocks-to-schooling-in-developing-countries-during-coronavirus-crisis/
https://www.weforum.org/agenda/2020/06/torn-safety-nets-shocks-to-schooling-in-developing-countries-during-coronavirus-crisis/
https://www.imf.org/en/Publications/WEO/Issues/2020/04/14/weo-april-2020
https://www.unido.org/stories/coronavirus-economic-impact

Traditional Italian mafias, such as the Sicilian Cosa Nostra,” the Calabrian ‘Ndrangheta,® the Neapolitan
Camorra,® as well as the Russian Mafia,'® the Triads in Hong Kong and Macau,!! and the Japanese
Yakuza,!? are the archetypical OCGs that yearn for governance.®® Yet, other criminal groups in the post-
Euromaidan Ukraine,** OCGs in China,’® and certain Latin American structured trafficking groups,*®
criminal organizations in the United Kingdom %’ and Nigeria,® street gangs in the United States, in
Brazil,?° South Africa,?! and other countries, all perform—albeit to varying extents—a governance role.

In the context of the analysis presented here, ‘governance-type’ OCGs are understood to be criminal
groups that aspire to exercise security governance in the areas they control.?? This is done by
managing ordinary criminality and providing a secure environment to protect businesses paying
protection fees and seeking to win the favor of local populations.




However, most criminal activities are performed by loose networks of criminals who associate
episodically and for the commission of specific crimes on an opportunistic basis.?® Very often, these
loose criminal networks are the primary OCGs behind trafficking activities ranging from illicit drug to
illicit waste trafficking along with the trafficking of wildlife and firearms.?* These OCGs, which supply
markets with illicit services and products, are present in most countries and tend to be small-scale and
dynamic, with weak levels of stability and limited hierarchical structures.?® Criminals consociating in
these OCGs need to launder their illicit profits and thus infiltrate the legal economy. Such loose
networks are rarely able to act as providers of illegal governance.?® Instead, to different extents, illegal
governance is carried out by more the stable and structured “governance-type” OCGs referred to
above.

This research brief reviews and analyses the mechanisms that OCGs are using or are likely to use in
the near future to infiltrate the legal economy and strengthen their governance activities following
the COVID-19 crisis. It discusses cases and evidence collected globally on how OCGs have already
exploited opportunities presented by the current COVID-19 pandemic and examines case studies of
previous crises and emergency situations to better portray possible ways in which OCGs may infiltrate
the legal economy.

The amount of information on illegal governance activities far exceeds the direct evidence of criminal
infiltration in the legal economy. Two factors may explain this. First, illegal governance activities may
take place prior to episodes of infiltration in the legal economy. Second, illegal governance measures
are more public and explicit than attempts to infiltrate the legal economy. A systematic analysis of
open sources also allowed for the identification of a number of instances of OCGs’ involvement in both
the provision of and trafficking in medical products generated by the COVID-19 emergency.
Nevertheless, tentative patterns are already emerging that point to the following:

The COVID-19 crisis has offered unique opportunities to OCGs around the world;

Organized criminal groups are targeting legitimate businesses that are struggling because of the
crisis;

New markets in medical equipment are being exploited by OCGs;

In some cases, governments have failed to enforce restrictions, allowing OCGs to step in;

OCGs have increasingly sought out opportunities to commit various forms of cybercrime;




The ways in which OCGs have responded to the crisis depends on their size and internal structure.

Infiltration in the legal economy—including through embezzlement and misuse of public funds—and
illegal governance are strongly interconnected. Injections of funds into the economy to create
liquidity, especially during periods in which institutions are weakened and speed is of the essence,
increase the risk of OCGs embezzling those funds dedicated to economic recovery efforts. However,
the opposite situation, in which the economic stimulus is too small to produce any significant effect,
leaves businesses and workers in a serious and vulnerable economic position. As a result, criminals
may offer funds to businesses and individuals facing difficulties — leading to OCGs infiltrating the legal
economy and strengthening their governance role, control of territory, and ties with local populations.

In a similar fashion, the timing of the intervention can also increase the risk of embezzlement or
infiltration. Although timely reactions are essential to limit an economic recession, quickly rushing
towards the disbursement of recovery funds may not leave enough time for institutions to establish
appropriate public procurement policies and safeguard measures to avoid misappropriation of public
funds. On the other hand, late liquidity injections may give governments and public administrations
enough time to ensure clean and legitimate procedures, but it may be too prolonged for many
companies to avoid insolvency or bankruptcy.

The aim of this research brief is to present an abbreviated assessment of the growing impact of the
COVID-19 pandemic on OCGs’ infiltration of the legal economy and their illegal governance activities.
It builds on information UNODC has assembled from:

Responses submitted by Member States to UNODC following a call for information;
Information provided by UNODC field offices;

Systematic analysis of 85,000 open sources, official evidence, media and institutional reports;
Academic literature.

The analysis presented here should be viewed as a preliminary assessment of the impact of COVID-19
on the activities of organized criminal groups. The aim of the brief is to alert the international
community of the threat posed by organized crime in the short and long term, in the context of the
COVID-19 pandemic.



Institutional responses to the COVID-19 pandemic have profoundly impacted criminal groups and illicit
markets by reducing the profitability of some activities carried out by organized criminal groups and
providing opportunities for new ones.?’” The geography and modalities of traditional organized
criminal activities such as drug trafficking and smuggling of migrants have changed in some contexts,
reducing OCGs’ room for maneuver. On the other hand, the pandemic is offering new opportunities
for OCGs to expand their territories and markets.?®

The severe health and economic crisis generated by the pandemic opens up the possibility of
infiltration of businesses and financial institutions by organized crime, as well as an increase in fraud
and money laundering, according to media reports.?° Successful OCGs are known to be fast and
dynamic, and their lack of bureaucracy can constitute an important competitive advantage vis-a-vis
governments when social, economic and/or environmental circumstances suddenly change. Their
operational flexibility is especially pertinent in critical situations, such as that brought by the COVID-
19 pandemic.*°

There are different mechanisms that OCGs may use to infiltrate the legitimate economy, such as
acquiring control of legitimate companies. Companies most at risk are those most affected by the
crisis — either because they have a sudden shortage of liquidity, or because their products are in much
greater demand and thus more profitable.

OCGs may also seek to intercept part of the flows of public funding from national governments and
supranational organizations that is intended to revitalize national economies and support worst
affected citizens.



https://www.unodc.org/documents/data-and-analysis/covid/Covid-19-and-drug-supply-chain-Mai2020.pdf

Organized crime does not include random, unplanned, individual criminal acts. Instead, it focuses exclusively on
planned, rational acts of groups. As any list of crimes would be quickly outdated, most experts look not at the
offence but the offender: an organized criminal group.

The United Nations Convention against Transnational Organized Crime defines "an organized criminal group"
using four criteria:

e  Astructured group of three or more persons;

e The group exists for a period of time;

e ltactsin concert with the aim of committing at least one serious crime;
e To obtain, directly or indirectly, a financial or other material benefit.

A structured group is defined as one that does not need a formal hierarchy or continuity of membership, a broad
definition that could include loosely affiliated groups without any formally defined roles for its members.

For the purposes of the Convention, serious crime means an offence punishable by a maximum penalty of
incarceration of at least four years (article 2b). There is no requirement for countries to introduce a definition
of serious crime or to follow the definition of the Convention. The definition of serious crime is included in the
Convention to determine its scope of application and to invoke its international cooperation provisions.



COVID-19 is slowing and constraining organized criminal activities and their reconstruction will take
some time, according to the available evidence. Among the criminal activities hit by the pandemic are
drug trafficking, smuggling of migrants, trafficking in persons, illicit firearms trafficking, prostitution®?,
in countries where this is illegal, and the corruption of security forces officials. Qualitative assessments
of current events from different regions of the world give an idea of the nature and magnitude of this
phenomenon (Box 2-4). Although a complete assessment of how COVID-19 has affected organized
crime cannot be made at these early stages of the pandemic, this cooling of traditional illicit markets
has possibly resulted in a significant reduction of associated profits.

Nevertheless, the disruption caused by COVID-19 has been quickly exploited, with some criminal
groups expanding their portfolio, particularly in relation to cybercrime and opportunistic criminal
activities in the health sector.3? With business and personal activities increasingly shifting online
during the pandemic, OCGs have engaged in more phishing and credit card fraud, as well as using
pirated websites for fake donations. Fake and cloned websites and sham email addresses have
reportedly been used to perpetrate online scams,>® some involving the sale of masks and hand gel.®*
OCGs have also begun to traffic in sub-standard, falsified, or stolen high-demand products such as face
masks and disinfectants.3®




OCGs in the Balkans are using the COVID-19 crisis to change modus operandi, according to the available
evidence. A market-specific assessment is provided below.

Drug supply and production: The pandemic crisis is likely to change the dynamics of supply, demand, and prices
of illicit drugs in the market — changes that will be greater if the crisis persists.3¢ Some evidence points to low
quality drugs and in some cases more expensive drugs in Montenegro, Serbia, and Bosnia and Herzegovina. An
increase in people under than 14 years old delivering drugs has also been reported.3”

Smuggling of migrants and trafficking in persons: While the arrival of migrants and refugees in the Balkans area
has largely decreased during the COVID-19 crisis, no clear trend can be established regarding smuggling of
migrants or trafficking in persons. Official statements indicate that police services in Slovenia, Serbia, Bosnia and
Herzegovina, and North Macedonia are continuing to register cases of illicit border crossing and smuggling of
migrants. However, restrictions on movement are likely to make both activities more difficult.38

lllicit firearms trafficking: There is little evidence on current cases of illicit firearms trafficking in the region.
Slovene police estimate that limited border crossings will reduce the rate of illicit firearms trafficking and the
smuggling of other goods. It is also believed that the closure of the internal Schengen borders is preventing the
illegal transport or export of weapons through and from Slovakia.

Drug trafficking: lllicit drug trafficking and production, the financial cornerstones of Latin American criminal
organizations, have suffered demand and supply restrictions because of the pandemic, media sources suggest.3®
Declines in drug sales in the United States along with difficulties in obtaining chemicals from South East Asia
have significantly affected drug trafficking from Mexico.% In addition, law enforcement officials and trafficking
experts assert that lockdowns have disrupted supply chains of Mexican and Colombian cartels.4!

Smuggling of migrants and trafficking in persons: One month after the pandemic arrived in South America,
Chilean authorities recorded a decrease in the number of cases related to smuggling of migrants and trafficking
in persons typically occurring along the border with Peru and Bolivia. However, the Chilean authorities reported
no significant changes in the modus operandi of OCGs during the COVID-19 pandemic.42




Some observers are concerned that the most vulnerable sections of society in lower/middle income countries
in the MENA region may run out of financial resources in the very near future as a result of COVID-19 restrictions.
This could lead to an increase in people committing illicit trafficking activities.4?

Drug trafficking: Transnational and domestic drug trafficking seem largely unaffected. Morocco and Lebanon
remain the main exporters of cannabis resin in the region, and heroin produced in Afghanistan is reportedly still
being transported through the Middle East to Europe or Asia.* At the same time, in Algeria, for instance, more
than 600 kg of cannabis were seized recently. 4

Smuggling of migrants: Smuggling of migrants from Libya to Europe has remained unchanged, while the inflow
of migrants from sub-Saharan Africa to Libya appears to have slowed down.46

Prostitution (in countries where this is illegal): Some media reports suggest that prostitution networks have
reorganized under the umbrella of “massage parlors” where sexual services are provided. In Casablanca and
Marrakech, for instance, several prostitution networks using this technique were dismantled during April.4’
Corruption and extortion: Several countries in the MENA region are likely to face a decrease in revenues,
affecting their operating budgets and possibly also the salaries of their populations. OCGs are likely to take
advantage of this situation, expanding corruption to maintain and strengthen illegal activities at the national and
transnational levels. Reported cases of Afghan-produced heroin being transited through the Middle East have
shown corruptive behaviors linked to security forces and especially border police. Likewise, one police officer in
North Africa took advantage of the curfew to smuggle migrants from Libya to a neighboring country for a bribe.48
Firearm trafficking: The Saudi Arabian government reports a rise in firearm and ammunition smuggling
operations.#?

OCGs are likely to infiltrate legitimate companies and sectors made vulnerable by the
COVID-19 crisis

The COVID-19 crisis has pushed many businesses to the brink of defaulting -- more than 20% of firms
worldwide have been downgraded with respect to their credit default risk, according to the rating
agency Moody’s. Sectors such as hotels and leisure (60%), transportation (35%) and retail (30%) are
particularly at risk.

One of the most dramatic consequences of the COVID-19 crisis for companies is a shortage of capital,
caused by the closure or curtailment of business activities. Struggling firms that are not adequately



http://www.aps.dz/en/regions/33714-three-drug-traffickers-arrested-611-kg-of-cannabis-seized-in-naama

COVID-19 PANDEMIC

Financial
crisis

Struggling Organized
businesses criminal groups

0CGs provide capital incentives and take
over the legal economy

supported by public subsidies are more likely to seek OCGs’
liquidity, putting them at higher risk of criminal infiltration.*

Many OCGs still have the financial resources to infiltrate
impoverished businesses

Although some of their activities have been affected by the
crisis, many OCGs still have the capacity to engage in
emerging criminal opportunities. They have vast financial
liquidity acquired in the past from carrying out both illegal
and legal activities. Some have previous investments in
sectors now in high demand, such as cleaning companies,
food industry and funeral homes — that are likely to provide
yet more financial resources to infiltrate suffering
businesses.>*

The economic crisis pushes distressed businesses to look for
liquidity offered by OCGs

Judging by their past activities, OCGs are likely to use their
liquidity to support distressed companies before
subsequently taking them over through buying shares or by
directly seizing control of operations, according to several
sources.”® Criminal organizations are likely to target
companies and sectors that will generate possibilities for
further criminal activities, such as laundering illicit profits and
trafficking of substandard and falsified medical products.
These companies may in turn help OCGs to further expand
their control and power over the licit economy.>?
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Most experts’ projections suggest that criminal organizations will focus their infiltration on particularly
vulnerable sectors (Box 5). These sectors could be identified by combining data on firms in financial
distress, articles on current case studies, and the historical preference of OCGs for certain industries.

Transportation: Governments from almost all regions of the world have adopted measures that have had a vast
impact on the transportation industry. These include travel warnings, border closures, regional lockdowns, and
curfews. Cruise ships have been quarantined and airlines have halted flights in numerous regions. Terrestrial
transport including commercial and private buses, and regional and intercity trains, has also been affected.>*
Tourism and hospitality: Lockdown measures have also had a negative effect on resorts, restaurants, bars,
hotels and other tourism facilities. Many entrepreneurs have continued investing based on predictions that the
economy will be back on track by the next spring season in 2021, this will most probably not occur.5> Hence, a
large proportion of affected businesses will either be forced to close or to look for credit.s¢

Arts, entertainment, and recreation: With large gatherings deemed to be trigger points for the spread of the
virus, most leisure sectors have been adversely affected. This includes cinemas, theaters, concerts, musical
festivals, art galleries, nightclubs, casinos and gambling facilities, and sport clubs.5”

Retail and marketplaces: According to media sources, retail industries have been heavily affected by social
distance and lockdown measures. Their sustainability has also been undermined by the change in the routine of
people who have started to rely more on online and home delivery services.58

Some economic sectors have benefited from the COVID-19 pandemic by providing essential services
such as logistics or e-commerce to societies under lockdown. Others are deeply involved in the
response to the health emergency through selling pharmaceutical and medical devices or providing
cleaning or funeral services. The increase in revenues and profit margins in these sectors could attract
criminal investment in areas where OCGs are particularly active (Box 6).



https://www.nationalgeographic.com/travel/2020/04/how-coronavirus-is-impacting-the-travel-industry/

Wholesale trade in medical products: The demand for medical devices (e.g., sanitary masks, breathing devices,
disinfectants) has generated a surge of new firms importing and distributing these goods. Some OCGs have
quickly exploited the gap between demand and supply of medical products that has emerged at the onset of the
pandemic and have offered products often in violation of local authorization processes.>°

Wholesale trade in pharmaceutical products: OCGs have become involved in providing medicines, ostensibly
related to COVID-19 treatment, both by infiltrating legal wholesale companies (so-called parallel importers of
pharma drugs) and managing illicit trade (Box 7).

Logistics and e-commerce: Expansion of e-commerce during the lockdown has increased demand for logistic
services. This sector was already heavily infiltrated by OCGs.% Some experts have suggested the crisis has only
increased the risk of infiltration.

Food retail trade: Demand for food products has increased during the crisis with supermarkets, discount stores,
and food retailers all boosting their revenues, making them more attractive to investments by OCGs.6!
Cleaning services, waste management and funeral services: Cleaning firms are likely to see an increase in
demand especially in the post-COVID phase, potentially attracting criminal investment.s2 Mafia groups in Italy
have in the past invested in multi-service companies such as waste, disinfection, and funeral homes.®3

At the same time, sudden demand for medical products such as sanitary masks, breathing devices and medicines
has spurred many countries to relax procurement procedures, helping to generate further opportunities for
criminal infiltration (Box 7).

During the early stages of the pandemic, masks, disinfectants, and health products became difficult to find on
the legal market, providing ideal conditions for criminal groups. ¢

1. In Belgium, the Federal Agency for Medicines and Health Products (FAMHP) inspection and checking
services reported an upward trend in activity from March 2020 as a result of an increase in the number of
parcels containing illegal medicinal products claimed to combat COVID-19. Furthermore, Belgium seized
almost 7,000 illegal chloroquine tablets (or their derivatives), mostly coming from India, China, Colombia
and Russia.®>




10.

In March of 2020, operation PANGEA XlIl coordinated by INTERPOL, covering 90 countries worldwide,
resulted in 121 arrests, the seizure of over four million potentially dangerous pharmaceuticals worth more
than USD 14 million, and the disruption of the activities of 37 OCGs.®¢ All these activities took place across
some 2,000 websites and involved more than 34,000 substandard and falsified masks, hand sanitizers,
“corona spray,” “coronavirus packages,” and unauthorized antiviral medications.¢”

According to a recent GI-TOC report, one of the most widespread criminal organizations operating in
Mexico, the Jalisco New Generation cartel, has been promoting the production of specific COVID-19
falsified medical products and subsequently forcing many pharmacies to sell them.s8

The Guardia Civil in Spain has intercepted more than 150,000 masks along with 1,100 liters of chemical
components used in the production of hydrogel.®°

Similarly, Italian police have seized numerous falsified masks in Milan and Rome.” Roughly 9,000
protective masks imported from China were seized by Guardia di Finanza because they were being sold
without certification or authorization. The presumed criminal scheme involved a former politically
exposed person (PEP) and a set of firms located in tax havens.”?

Attempts to smuggle essential stocks of medical face masks and hand sanitizer have been intercepted in
Ukraine, Iran and Azerbaijan.”2

Police in Serbia arrested a person in possession of over 6,000 face masks.”3

Slovenian police seized 250,000 euros form companies that purchased 1.5 million masks from Bosnia and
Herzegovina on suspicion of fraud.?*

A gang in Japan unsuccessfully attempted to send 30,000 masks to China after the coronavirus first broke
out in Wuhan in December.”s

The media has reported about a case of a “ventilators’ affair” in Bosnia and Herzegovina, which involved
the supply of substandard ventilators.?s
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OCGs quickly adapted to the market gap in medical products emerging during the initial phases of the
pandemic.”” They will develop their activities related to medical products as the pandemic evolves —
medicines for the prevention and treatment of COVID-19 are likely to prove lucrative. Once a vaccine
or treatments are proven to be effective, the global demand will quickly rise. If supply is not able to
meet demand, OCGs will find a fertile environment to fill the gaps with sub-standard and falsified
products. OCGs have experience with managing sophisticated trafficking schemes of falsified
medicines, which require connections in the health system and logistical know-how.”8”®

Criminal organizations rely on the legal economy to increase their profits. Misappropriation of public
funds can reinforce organized crime, provide opportunities for patronage through employment, lead
to low-quality public goods, and reduce profits for law-compliant companies.®

Previous emergency situations — particularly earthquakes in Italy®! and tropical storms in the
Caribbean® - shed light on the capability of OCGs to infiltrate the legal economy through
embezzlement and misuse of public funds (Box 8).

Corruption likely to facilitate embezzlement of public funds

Corruption is criminalized under the United Nations Convention against Corruption. The Convention
obliges States parties to adopt legislative and other measures to “establish as criminal offences, when
committed intentionally, the embezzlement, misappropriation or other diversion by a public official
for his or her benefit or for the benefit of another person or entity, of any property, public or private
funds or securities or any other thing of value entrusted to the public official by virtue of his or her

position”. 8

Generally speaking, corruption is linked to the power vested in public servants and the functions they
fulfil. Corruption diverts resources from their rightful purpose at the cost of people’s quality of life and
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erodes public trust in government institutions. The COVID-19 pandemic has unexpectedly put
governments in a situation where they need to procure large amounts of medical equipment to meet
growing demand by hospitals and the public at large. OCGs can easily take advantage of such a
situation, particularly when additional stressors are placed on governments. Most countries had not
devised contingency plans for this type of scenario, making them particularly vulnerable to OCGs.

OCGs may bribe public officials to embezzle funds, particularly in areas where the groups have
operated for a long time. Bribery is also likely to be committed by members of OCGs placed within
those structures.

Corruption facilitates embezzlement. Strong criminogenic ties between OCGs and government officials are
one of the most obvious means by which criminals manage to misappropriate public funds. For example,
after an earthquake in southern ltaly in 1980, emergency funds were initially handled by national
institutions and professionals. During this time, the reconstruction process went smoothly. But as
responsibility shifted to local institutions and professionals, where criminal organizations could exert more
influence, Mafia groups managed to embezzle the funds.®*

Where corruption is endemic there is a higher risk of misuse of public funds. The risk of embezzlement
of recovery funds can depend on the type of institution handling them. Specific assessment of the
transparency of public procurements could provide a more precise indication of such risk.

The powerful drug trafficking group ‘Cachiros’ in Honduras allegedly used devastating tropical storm Agatha in
2010 to launder an estimated $6.4 million. The organization arranged for businesses to be hired by the state to
carry out major infrastructure projects in the aftermath of the storm. Most State agencies and authorities
responsible for supervising these projects were either controlled by the Cachiros or turned out to be inexistent.
Furthermore, the national electricity company ENEE was accused of artificially inflating the price of the
commodity to benefit the criminal group.

An earthquake in southern Italy in 1980 radically disrupted the socio-economic fabric of affected regions for
years. The commissioner in charge of coordinating the relief programs said most were managed by mafia groups
seeking to embezzle the funds. This claim indicates that criminal organizations probably exert significantly more
influence over local institutions and professionals rather than national counterparts, making it easier to
appropriate reconstruction funds.26

Millions in public funds were earmarked to reconstruct the southern Italian city of Naples after a cholera
emergency in 1884. Most of this money was awarded to the Camorra group, in part because of their political
allies and corrupt practices.?”

Well-known Yakuza criminal groups took advantage of the catastrophic 2011 earthquake and tsunami in Japan
to gain contracts for their construction companies to carry out the massive rebuilding, according to media
reports. The Yakuza put its criminal scheme into practice along with a massive deployment of relief goods for
the victims of the natural disaster, mainly to attain support from the community and local authorities.88







Governments around the world have attempted to halt the spread of the pandemic while managing
the economic costs of lockdown measures. However, some of their responses have been inadequate,
with financial relief packages and institutional responses being too slow or too small. The crisis has
placed severe pressure on government institutions and revealed organizational limits and social
tensions in the process. Consequently, the need for active governance has increased.®

The COVID-19 crisis has been an opportunity for OCGs that aspire to govern not only markets but also
territories®® to strengthen their bonds with the local population. In some contexts, the rise of
organized crime can be attributed to State weakness or inadequacies in governance.®! These
weaknesses are often systemic and longstanding, exacerbated by crises like COVID-19.

Militias, insurgents, and terrorist groups who engage in criminal activities are exploiting the COVID-19
crisis to strengthen their governance roles, just as they have done during crises in the past.

However, unlike the ways in which they infiltrate the legal economy, OCGs often carry out illegal
governance in the light of day. Enforcing social distancing or providing food to communities
experiencing hardship requires little planning or organization and can be immediately observed.
Buying shares in a company or appropriating public funds takes time and happens covertly. As a result,
illicit governance is easier for the media to report on and more visible to society at large — not only in
the aftermath but also in the midst of a crisis.




The linkages between terrorism and organized crime are multifaceted and can manifest themselves in different
ways. Generally speaking, terrorist groups and OCGs have in theory distinct objectives. Terrorist groups
deliberately challenge State authority and seek to produce political change through violent means; their
motivations are related to several factors, including, but not limited to ideological ones.®2 OCGs on the other
hand typically engage in clandestine operations so as to obtain a financial or other material benefit while
avoiding detection by law enforcement authorities. Rather than aiming to effect political change, the disruption
they seek to impose on territories under State authority is meant to perpetuate conditions that are beneficial to
their operations.

In practical terms, the linkages between terrorism and organized crime become apparent most notably in the
financing of terrorism.% In other cases, these linkages may involve the smuggling of migrants and illicit arms
trafficking involving small arms, light weapons and other military equipment. Other activities may also include
car theft, illicit mineral extraction, kidnapping for ransom, drug trafficking, trafficking in cultural property and
trafficking in other illicit goods. Instances involving OCGs facilitating the transport of terrorists across borders
and integrating former foreign terrorist fighters in their activities also represent possible scenarios where these
two phenomena become intertwined.

Strict lockdowns have inevitably resulted in an economic downturn in many countries. People have
been cut off from their sources of livelihood, forced to rely instead on alternative sources of income.
At the same time, some governing authorities have been unable to enforce widespread lockdowns.
They have reacted slowly to the crisis and have lacked the resources to provide proper economic help.

In many instances, OCGs have stepped in to exploit the situation. They have in effect served as
governing bodies, enforcing quarantine measures and providing assistance within the territories they
control.

Promptly assisting people in distress and enforcing rules during the pandemic requires a high level of
control and connections to the community. Only groups that already have such capacities have had a
visible role in managing the crisis.®® Criminal organizations that were not strongly rooted in the
territory before the pandemic did not have the ability to suddenly change course and begin imposing
their governance model. However, if the pandemic and its negative economic and social consequences
carry on for a long time, even OCGs without governing capacities may begin to have them. As seen in




past crises, prolonged fragility of legitimate institutions provides OCGs with opportunities to increase
their power and influence over given territories and sectors of the economy.*®

OCGs acted to boost their reputation as “bona fide” protectors during the first weeks of lockdown by
delivering aid packages to underprivileged families. In southern Italy, known mafia affiliates began
distributing food in late March. Cosa Nostra members directly distributed food to the population in
Palermo, and Camorra families in Naples provided basic necessities to people through fake charity
organizations, according to media reports.%’

Criminal organizations in Mexico followed the same route. The Sinaloa Cartel, the Jalisco New
Generation Cartel, the Gulf cartel, Los Durango, and Los Viagras supplied bundles containing food and
sanitizers to people in the territories under their influence. Cartel members also advertised their
actions. For instance, Los Viagras posted videos in which armed individuals distributed bags of
groceries from the back of a pickup truck, while the other cartels printed their logos on the packages
they delivered (Box 10).%8 These stunts ensured that even those who did not receive supplies became
aware that criminal groups were the ones who had helped those in need.*

Yakuza groups in Japan also delivered necessities and tried to boost their reputation through publicity
stunts. In February, Yamaguchi-Gumi associates handed out free masks, toilet paper, and tissues to
pharmacies and kindergartens. Yakuza groups also offered to disinfect the Diamond Princess, a cruise
ship docked in the port of Yokohama that hosted 705 positive cases of coronavirus.'® South African
gangs also sought to strengthen the relationship with their communities by reportedly putting their
rivalries on hold to hand out food parcels in Cape Town.!




During April 2020, drug trafficking groups in Mexico reportedly delivered food and other necessities to low-
income neighborhoods in territories under their control.

Packages containing oil, sugar, rice, toilet paper, and other essential items were distributed to poor communities
in Guadalajara. Video footage shows hand-delivered packages with the ‘El Chapo 701’ logo.102

Similar video footage shows members of the Jalisco New Generation Cartel distributing packages across eight
municipalities in the state of San Luis Potosi. Stickers of the Cartel’s ‘CING’ logo were put on grocery bags with
the message: ‘From your friends, COVID-19 contingency support’.103

Pictures also circulated of armed Gulf Cartel members giving away boxes in the state of Tamaulipas sealed with
stickers that read: ‘Gulf Cartel, in support of Ciudad Victoria, Mr. 46, Vaquero’. Mr. 46 is the pseudonym of the
leader of the Cartel’s cell that operates in Matamoros. 104

There is also evidence showing affiliates of the criminal group Los Viagras delivering relief packages from the
back of a pickup truck in Apatzingdn. In contrast to the approach adopted by other cartels, who used their
resources to provide packages, Los Viagras reportedly extorted contributions from local businesses to finance
their distribution in the community.105

Italian Camorra, which has always been highly active in loan sharking, has quickly exploited the crisis
and adopted a ‘quid pro quo’ (something is given so that something can be given in return) approach
by lending money with a zero percent rate of interest.’®® Donations during the crisis can engender
greater loyalty and gratitude than economic support in stable periods.®” In a similar fashion, in
Guatemala City, gang members of Barrio 18 deferred collection of extortion payments from local
vendors.’® In Mexico City, OCGs reportedly offered loans to business owners to ensure their
businesses will reopen once the crisis is over.1%®
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OCGs have the
financial means to
infiltrate businesses
that are under
financial distress
during the COVID-19
pandemic and
businesses for which
the pandemic has
created high demand

offering jobs to those unemployed or not
attending school

Besides opening lines of credit to curry favor,
OCGs can also exploit the crisis by recruiting
members. Lockdown measures have led to a
sharp rise in unemployment and school
closures. Economic hardship inevitably leads to
the search for new job opportunities and, with
economic recovery still nowhere in sight, the
risk increases that chances will only be found
outside of the legal economy.'® Moreover,
with children out of school and other
community hubs, such as libraries, youth and
children centers being closed, the lockdown
has removed many of the traditional means of
identifying children at risk.!'! In England, for
instance, schools have remained open for both
vulnerable children and children of essential
workers, however only 5% of pupils identified
as vulnerable have been attending, according
to media reports. This increases the chances of
young people in this high-risk demographic
being recruited by local gangs.'?

price control

Brazilian OCGs and militias operating in the
favelas have exerted their governance powers
in the form of price controls. As demand for
disinfectants and masks skyrocketed, prices
dramatically increased, placing a heavy burden
on families.!® Imposing price controls is
ordinarily the prerogative of the State.
However, significant delays in food stamps,
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taxation and other social measures opened the door for forms of illicit governance that are designed
to create and strengthen allegiance.

In Afghanistan, the Taliban posted health teams in remote territories to tackle the virus. In a similar
effort to promote themselves as a governing body, the militant group Hayat Tahrir al-Sham distributed
health information to the public in the Syrian province of Idlib.1** These interventions have allowed
such groups to style themselves as effective and efficient authorities.

OCGs across the world are known to provide security governance.!*® Following the spread of the virus,
some OCGs began to enforce their governance models by imposing curfews and restrictions on the
free movement of people. For instance, the Taliban enforced quarantine measures on travellers from
Iran; gangs in Brazil imposed curfews (Box 11); fighters from the dissident 29th Front of the ex-FARC
in Colombia and Hayat Tahrir al-Sham in Syria restricted public gatherings and enforced lockdowns. !

In March, gang members in Brazil imposed and enforced curfews and other restrictions on the residents.

After Rio de Janeiro’s Cidade de Deus became the first favela to report a case of COVID-19, Red Command gang
members ordered its 40,000 residents to remain indoors after 8 pm. Video footage shows affiliates of the
criminal group going through the streets threatening that anyone found outside would be punished. A similar
approach was adopted in Rocinha (Rio de Janeiro), Brazil’s largest favela, Pavdo-Pavaozinho (Copacabana), and
Cantagalo (Ipanema), where criminal groups threatened violence for anyone breaking the curfew.1?

Criminal groups also enforced social distancing measures in other favelas, according to media sources. Gang
members in Morro de Prazeres forced residents to limit gatherings to groups of two. Traffickers forced shops to
reduce their business hours in Parque, while in Nova Holanda church services were moved outside.!18

OCGs have used past crises to extend governance roles, particularly environmental disasters when
security forces were focusing on response and rescue efforts. In this context, disruptions in the
provision of necessities such as food, water, and medical supplies, create opportunities for criminals
to strengthen their links to the community.




In September 2013, hurricane Ingrid hit the eastern coast of Mexico, causing over 30 fatalities and
over $1 billion worth of damage. The Gulf Cartel, which controlled some of the hardest-hit areas,
began distributing relief packages containing food and water before publicizing it on social media to
amplify their audience. The Sinaloa Cartel apparently adopted a similar approach in September 2013
when hurricane Manuel hit their territories on the western coast of Mexico.*®

In the aftermath of the 1995 Kobe earthquake, the Yamaguchi-Gumi handed out food, water and
diapers in the area worst hit by the disaster, according to media reports. In 2011, Yakuza groups sent
food, water, blankets, and toiletries to evacuation centers after the Tohoku earthquake.?°







The COVID-19 pandemic has presented both opportunities and challenges for OCGs — it can make
them stronger, but it may also weaken them. In countries and regions where OCGs had already
infiltrated economies and communities, the new environment could allow them to further expand
their control over territory. On the other hand, lockdown measures have curtailed travel and shipping
of goods across borders, disrupting some criminal activities. While dealing with the new opportunities
that COVID-19 has brought to some OCGs, governments could also capitalize on those situations
where the pandemic has weakened OCGs’ control and influence. Long-term assessment and
monitoring are needed to determine the impact of the pandemic on organized crime and the modus
operandi of OCGs.

Sectors vulnerable to infiltration by OCGs due to  Sectors attracting OCGs’ infiltration as a result

financial distress from the COVID- 19 crisis of the COVID- 19 crisis
e Transportation e Wholesale trade of medical devices
e Tourism o Wholesale trade of pharmaceutical

e Hotels, bars and restaurants products

L e Logistics and ecommerce
e Event and travel organization

e Ars, entertainment, and recreation 0 [FeeE e tEeE

e Retail and marketplaces (excluding food Clzzming Seniess

sector) e Funeral services

Social distancing, curfews and quarantines — even when they are enforced by organized criminal
groups through illegal means such as threats and violence — align with the interests of governments.,
as all States have resorted to some form of lockdown to help prevent the spread of COVID-19. This
highlights how the relation between criminal governance and legitimate State governance is complex,
rather than necessarily being in immediate opposition to one another.?! However, in the long-term,
any potential form of legitimization of OCGs stemming from the crisis will only pose as an additional
burden in the development of healthy societies.

OCGs that have extended governance roles to address the pandemic are often key players in
transnational criminal activities and as such have extensive connections and economic interests in
many different countries.'? In recent decades, organized criminal activities have progressively




extended beyond national borders, creating new opportunities for criminals and determining a shift
toward globalized participation of OCGs in illicit markets.'?® This merging of national, international,
and transnational perspectives has an impact on justice at both the national and global level, as
growing interconnections between criminal networks increase the likelihood of negative spillovers
between countries.'**

At the same time, the transnational power of OCGs is often dependent on their capacity to have a
local base from which to operate, which serves to illustrate how national and local issues become
international and global ones. Given this fact, the strengthening of OCGs local power through an
increase in the provision of illegal governance may directly correspond to their transnational relevance
and capacity to impose themselves on the global market.'?

Infiltration in the legal economy, misappropriation and misuse of public funds, and criminal
governance are strongly interconnected. The risk of embezzlement on one side, and the risk of
infiltration on the other, are two sides of the same coin — as such, they pose a dilemma. Massively
injecting liquidity into the economy, although vital for the recovery, inevitably increases the risk of
misuse of public funds, especially in times when institutions are weakened by the pandemic. However,
lowering such risks by implementing stimulus package that would be too small to save businesses from
insolvency and bankruptcy is not ideal either. Companies would look for alternative sources of
funding, which, in times of crisis, would likely be criminogenic and end up fostering the infiltration of
OCGs into the legal economy. Moreover, families who cannot make ends meet would rely on criminal
groups as well, allowing them to strengthen their position as illegitimate governing bodies.

The timing of an intervention is also vital. Quick and swift reaction times are essential to prevent a
recession, but the checks and balances needed to ensure legality of appropriation processes may
suffer. Safeguards need time to be set up, especially in a time of institutional crisis like the one brought
by the COVID-19; therefore, reaction times need to be scaled accordingly. On the other hand, slow
relief packages to ensure legality may be fatal to many companies on the brink of financial collapse.
The same holds true for economic support destined to communities in distress — if implemented too
slowly, it can provide opportunities for OCGs to strengthen their governance role.

Governments all over the world must assess the tradeoff between a higher risk of misuse of public
funds arising from quick and large liquidity injections, and greater opportunities for OCGs to




strengthen their foothold in legal markets and territories under their control. Rapidity in the provision
of recovery funds and streamlining of bureaucratic procedures, while maintaining appropriate
safeguards, is essential.
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